1)
2)
3)
4)
5)
6)
7)

Mpumep HACTPOIiKKN mexceTeBoro skpaHa D-Link DFL-860E

B AaHHOM AOKYMeHTe ONMMCaHbl OCHOBHbIE Warn n NnpuHUunbl, KOTOpble HYXXHO Y4YUTbIBATb MNpuU
pabote c meskcetesbiMm akpaHom D-Link DFL-860E. PoyTep siBnsieTcsa 40CTaTOMHO
NPOABUHYTbIM A/151 UCNO/Ib30BAHMA B C/IOMKHbIX KOHPUIYpaLMAX U 061afaeT WUPOKMMU
BO3MOHOCTAMW. Ha laHHOM NpUMepe XOpOoLIO BUAHO KaK 3TM BO3MOXKHOCTU MOXKHO
MCcnosb30BaTb NPY OAHOBPEMEHHOM MOAKNOYEHMM ABYX NPOBANAEPOB, OAMH U3
KoTopblx — Beeline (bbiBwas KopbuHa), oTAnYarowmniica HeTPUBMaNbHOCTbIO
NoAKNHOYEHUSA

MocnepoBatenbHOCTb AEACTBUIA:
Co3paHve afpecHom KHUMM
KoHdurypuposaHue nHtepoeiicos
HacTtpoika mapLpytusaumm
HacTtpoliika npasun 6€30nacHOCTM
KoHopurypuposaHue VPN cepsepa
HacTtpoitka mapwpyTtnsaumm VPN
HacTtpoliika npasun 6€30nacHOCTM

YcTpoiicTso cetn

CeTb cocToUT 13 BHYyTpeHHe cetn LAN, Cetn DMZ

CHapyku nogKknoyeHo aga nposangepa. OamH nposangep - Corbina (KopbuHa) unu Beeline
(BunaliH) noaKNOYEH K MHTEpHET Yyepes coeamHeHue [2tp c nonyyeHnem guHamudeckoro IP
agpeca. Bropoit nposaingep MNTH, noakntodeH yepes ADSL mozem c npsambiMm cTaTUdeckum IP
agpecom.

Heobxoanmo obecrneunTb Bbixod 0PUCHOM CETU B MHTEPHET Yepe3 KaHan KopbuHbl, n
obecneunTb paboTy BHYTPEHHWUX CEPBUCOB Yepes BTOporo nposaliaepa MNTH.

BcA CNOXHOCTb B TOM, YUTO MHTEPHET-coeanHeHMe OoT KopbuMHbI UMeeT guHaMMYecKme
napameTpbl.

MNMocnenoBaTeNbHOCTL WAroB HAaCTPOMKKU poyTepa D-Link DFL-860E

Co3pgaHue agpecHoit KHurn D-Link DFL-860E
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| ) D-Link Firewall 2,40,00

[+

192.168.0.1

€ 9 |

e

'-.l - Google

D-Link

Building Networks for People

o Home | @ Configur

T To tus -

- DFL-BG0E

0 System

| Ohjects

B, Address Book
g20S

2 Glokal Admin

£ Interfacedddresses
B155

e

A ALG with AVARICE
- Services

-~ P Pools

¥ MAT Pools
Schedules

& suthertication Objects
* %PH Objects

HTTF Banner Files

| § Rules
- phinterfaces
tl-| 4 Routing

- | @ IDF 1 IPS
3
3
)

| g User Authentication
= Tratfic Management
@ ToneDefenze

e [ [ -

KoHdurypuposaHue unntepdeiicos D-Link DFL-860E

HacTpolika coegMHeHuWs C MHTepHeT-NpoBakaepamu
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| 7, InterfaceAddresses

~ fn address folder can be used to group related address objects for better overview.

[ Add v ('] B this object
# Name
1 A wani_ip
2 < waninet
3 L want
) _aqw
4 Y wani_dnsi
5 Y wani_dnsz
& ) wan1_br
7  lan_ip
& = lannet
] T dmz_ip
10 J dmznet
11 T wanz_ip
1z 2 wanznet
1z 2 wanz_gw
14 ) LZTP_Cotb_ip
15 ' L2TR_carb_dns1
16 ) LZTP_Corb_dnsz
17 3 dmz_mail
18 T lan_gnap
13 3 short_|ztp_serverz
20 T short_|2tp_pool2
21 2 short_|ztp_servert
22 T short_|2tp_poolt
23 2 bobeat
24 ' short_xman

Address User Auth Groups
0.0.0.0
0.0.0.0/0
0.0.0.0

0.0.0.0

0,0,0,0

0.0.0.0
192,168.0.1
192,168.0.0/24
10.1.1,11
10.1.1.0/24
91.,122,137,173
91.122,0.0/16

9l.azziz8.1

0.0.0.0

0.0.0.0

0.0.0.0

10.1.1.10
192,168.0.8
10.6.0.1
10.6.0,10-10,6.0.100
10.5.0.1
10.5.0,10-10,5.0.100
192,168.0.163
192,162,0.100

Comments

1PAddress of interface
wani

The network on interface
wanl

Default gateway for
interface wani.

Prirmary DNS server for
interface wanl.
Secondary DNE server for
intetface wanl.
Broadcast address for
interface wani.
1PAddress of interface lan
The netwark on interface
an

1Paddress of interface dmz
The network on interface
dmz

1Paddress of interface
wanz

The network on interface
wan,

1P sddress received from
L2TP{PPTP client
L2TP_Cor...

Primary DHS server
received from L2TR/PRTR
client ...

Secandary DNS server
received fram L2TR/RRTR
clier...

[Z] Right-click on a row for additional options

B DNS Huyero He meHsiem. Bce agpeca byayT npMcBoeHbl NpoBainaepom aBTomaTnyecku. Mnau

€C/IN BO BHYTPEHHeM ceTu yxke cywectayeT DNS cepsep
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-4- LFL-860E Configure the OMS (Domain Mame System) client settings.
=l g3 System
----t_j,Date and Time General
..... %DNS
----- ':.5 Remote Managemernt t’—? General
""[E}LDQ and Event Receivers Primary Server: wanl_dnsi
G| DHCP Secondary Server: | wanl dns?
----- 7@ Misc. Clients =
[ =M Har choeare bonitaring Tertiary Server: | (None)
----- | S whitelist
-0 Advanced Settings #/ Comments
-l Ohjects Comments:

_# Rules

hInterfaces

4 Routing

+-| g IDP [ P

=l gg User Autherticstion

: I_::_l---&LDcal Uzer Datahaszes

------ &.ﬂ.dminUsers

------ ashnrt_vpn_users

----- aExternal Uzer Databaszes
----- EACCDUMing SErvers

----- o8 Uzer Suthentication Rules
----- 5 Authentication Settings
(- = Traffic Management

[#-| @ ZoneDefenze

HactpamBaem nHtepdeincol. 3axoanm Bo BKAagKY Interfaces-Ethernet
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Configure the settings for the Bthemet adapters in the system.

 DFL-B60E
System
ld Ohiects
. # Rules

# Name IPv4 Address IPvE Address Network Default Gateway Enable
\hInterfaces 1 Ll wanl ;" wanl_ip ‘,\ wanlnet ‘,‘ wanl_gw es
""" ] LﬁE‘therne{ z B3 wanz 2 wanz_ip & wan2net = wan2_gw Mo
- 3 5 dmz 2 drmz_ip 3 drnzret Mo
4 B lan = lan_ip & lannet Mo

----- 19 PPTPILZTP Servers
(B FPTRLZTF Clisrts
Wiy SEL WPM Interface
----- v Swvitch Management

S Interface Groups
B ARP Meighbor Discovery
[#-| = Routing

Wan1l nogxntodeH K KopbuHe. Agpec nosy4yaeT aBTOMaTUYECKM.
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An Bhemet interface represents a logical endpoint for Bthemet traffic.

[
H-E2 General Hardweare Settings Advanced
- §
Bl # ] General
Name: wanil
IP address: wanl_ip w
Hetwork: wanlnet v
ﬁ PPPoE Default Gateway: wanl_gw .
PPTRILZTP Zervers
Receive hulticast Traffic: | Agto w
{9 PPTRILZTP Clizrts
Enable DHCP Client
iy S5 VPN Interface [i7 Enzble e .
= Syyitch Management Enabling the DHCP Client will create and use the objects <interface name?>_dns1 and <interface name:_dns2 as the ONS
e objects. Objects that are needed by the DHCP client and don't exist in the Address Book will be created, all objects uzed by
Calnterface Groups the DHCP client will be set to 0.0.0.0° and dynamically updated.

#F ARPMeighbor Discovery

DOHCP Host Hame: Optional DHCP Host Name. Leave blank to use default
[+ Routing name.
(]| [OF /IPS I— Enable transparent mode
[H- g6 User Suthentication
[ 4 Traffic Management # ) IPvB
[ @ ZoneDefenze [~ Enable 1Py
IP address: (Monel w
Network: (Monel w
Default Gateway: (Mane) w
# /) Comments
Comments:

OK I Cancel I




Bknagka Hardware no ymonyaHuio
Bo BknazKke Advanced nposepsiem HasHa4YeHMEe METPUKM, U aBTOMaTHUUecKoe fobasneHne
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; o System

| Objects

| § Rules

| Irterfaces
L Ethernet
EAVLAN

{9 PPPoE

- 1S PPTRILZTP Servers
- PRTPIL2TP Clierts

-~ ilg SSL WP Irterface
e Swvitch Management

=5 Interface Groups

[+ Riouting
(- @ IDP / IPS
[ g User Authentication
[#- =4 Traffic Mansgement
£

H-|_ @ Zonelefense

g LRPMeighbor Discovery

-2 wan1

#n Bhemet interface represents a logical endpaoint for Bhemet traffic.

General Hardware Settings Advanced

#J Automatic Route Creation ‘

£l & B-

Agtomatically add commenly used routes related to this interface
p Automatically add a route for this interface using the given network.

p Automatically add a default route for this interface using the given defaul gateway.

Route metric: | 1 op Specifies the metrc for the aute-created route.

# | IPvi Router Advertisement

Enabling Router Advertisement will answer Solicitations and perodically send out Advertisements. Stateless address
autoconfiguration (5L&AC) will only work comectly if the configured network prefi is G4 (RFC4862).

|- Enable Router Advertizement for this interface.

# ] MTU Settings

Set the maximum zize of packets zent wia this interface. Nomally, yvou do not need to changs the MTU settings. By default, the
interface uses the maximum size that the physical media supports.

Specifies the size (in bytes]) of the largest packet that can be pas=zed onward.

MATLI:
1300 hiust be 1294 or larger when [Py is enabled.

WAN2 nogkntoueH K MTH, yepes ADSL moaem, KoTopbiii paboTaeT B pexxume mocta. Agpeca Ha 3ToT

NHTepdelic 3a4at0TCA B aAPECHOM KHure
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A3 System
| Ohjects
_§ Rules

Interfaces
1| Ethernet
- LIvLAN
T pzec

{9 PPPOE

8 PPTPIL2TP Servers
(% PPTPILZTP Cliertts
il 5L VPN Interface
----- = Swvitch Management

5 Interface Groups
----- #8 ARPMeighbor Discovery
Routing

3] wan2

#n Bhemet interface represents a logical endpoint for Bthemet traffic.

General Harchware Settings Advanced
# | General
Mame: wan2
IP address: wan2_ip e
Hetwark: wan2net i
Default Gateway: wan2_gw W
Feceive hulticast Taffic: | aAyto w

I_ Enable OHCP Client

Enabling the OHCP Client will create and use the objects <interface namer_dns1 and <interface name>_dns? as the ONS
objects. Objects that are needad by the DHCP client and don't exist in the Address Book will be created, all objects used by
the DHCP client will be set to '0.0.0.0° and dynamically updated.

DOHCP Host Mame:

Optional DHCP Hozt Mame. Leawve blank to use default
name.

E
[+ IDFP /PSS

-G U=er Authentication
[

E

H-| =) Tratfic Mansgement

H-| @ ZoneDefense

I- Enable transparent mode

#7 IPvs

l- Enable |PvE




Ecnn 3TOT MHTepdelic y Hac ABASETCA BCNOMOraTe/IbHbIM, Te BECb TPAadUK MO YMONYAHUIO MAET Yepes
KopbuHy, To Ha Hero Heo6xo4MMO NponucaTb METPUKY bonblie Yem ans nHtepderca Wanl. Hago
OTMETUTb, YTO B C/I0KHOM MApLIPYTM3aTOpe MApLPYT MO YMOYAHUIO BCEraa A0KeH b6biTb 0auH. Y
OCHOBHOIO MapLUpyTa BCEraa MeTpuKa A0MKHA 6biTb MeHbLe YeM y Apyrx. OAMHAKOBblE METPUKM ANS
MapLLpyTa Mo YMONYaHUIO BeAYyT K pa3ABOEHMIO NAaKeTOB M HeEPaboTOCNOCOBHOCTU MHOTMX CEPBMUCOB.
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“— DALATE A Bhemet interface represents a logical endpoint for Bthemet traffic.

[+ g3 System
Ohjects General Hardware Settings Advanced

- § Rules
B1-[: ) Interfaces # ) Automatic Route Creation
..... i‘h':JEthernet Agtomatically add commanly used rowtes related ta this interface
T LAN ™2 Automatically add a route for this interface using the given network,
’.’| IP=sec p FAutomnatically add a default route for this interface using the given default gateway.
""" I GRE i
tﬁ PPPoE Route metric: | 32 Specifies the metric for the auto-created route.

-~ PPTPILZTP Servers
~{W PPTRILZTP Clierts
g SEL WP Interface
----- = Swvitch Management

# ) IPv6 Router Advertisement

Enabling Router Adwerttizement will answer Solicitations and peredically zend out Advertizements. Stateless address
autoconfiguration (5 LA&ACT will only work comecthy if the configured network prefix is G4 (RF 4362

|- Enable Router Advertizement forthis interface.

----- “interface Groups
----- # SRPMeighbor Discovery
| 4 Routing b MTU Settings

£

[+--| @ IDP § IPS Set the maximum size of packets sent via this interface. Normally, you do not need to change the MTLU settings. By default, the
[ g6 User Authentication interface uses the maximum size that the physical media supports.
E
£

Specifies the size (in bytes)of the largest packet that can be passed onward.

. MATL:
| =) Traffic Management 1400 Must be 1294 or larger when |Pvfi is enabled.

H-| @ ZoneDefense

47 Quality Of Service

Set the default priorty policy for packets going into L&M= with thiz interface as the physical link.
|- Copy the IP DSCP precedence to the WLAM priorty field,

oK I Cancel I

KopburHa nsBectHa CBOMM reMoppOonHbIM NoaKAoueHnemM Yepes cepsuc L2TP b PPTP. ina atoro naem B
PPTP/L2TP Clients n HacTpanBaem coegmHeHue. s Toro 4to 6bl MHTEPdENC NoAYyHMA NPaBU/bHbIE
afapeca v Tabanuy mapLlipyTmsaumm HeobxoAMMO NPaBUAbHO NPONMCATb YAANEHHbIN XOCT. [lenio B TOM,
4yTo Y KOpOUHbI aapec XxocTa onpeaensercs aBToMaTuyecku. MponucbiBaem TyAa CneayroLLyto 3anmchb:
DNS:internet.beeline.ru. locTOMHCTBO faHHOMO poyTepa B TOM, YTO OH MOKET paspeLlaTb agpec
yOaneHHoro xocrta. K coxkaneHuto, He Bce poyTepbl, AaxKe NPOABUHYTbIE MMEHOT TaKyt0 HAaCTPOMKY.
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A PPTRIL2TP elient interface is 3 PPP (Point-to- Paint Protocol)tunnel ower an existing [P network. s 1P address and
ONS servers are dynamically assigned.

7 Help

 DFL-860E

[+ £ System

[ Ohjects

- g Rules

El- g Interfaces
----- &) Ethernet
L WLAN

(% PPRoE

-~ B PRTPILZTP Servers
- (% PPTRL2TP Clierts

- Eilg SSL WP Interface
e Bywvitch Management
i Interface Groups

----- #7 ARPMeighbor Discovery
[~ = Routing

E- @ [DP (IS

(- g User Authertication

[+

[

H- = Tratfic Management
t-| @ ZoneDefenze

General Security Dial-on-cemand Advanced
# ] General
Hame: L2TP_Caorh
Tunnel Protocal: L2TR

Remote Endpaint: | dn=itpiinternet.beel

o
a
Remate Metwark: | 5||-nets i

# / Authentication

e

FRREEEEE

Usemame:

Mote! Exizting pazswords will always be shown with & characters
to hide the actual length.

Password:

Confimm Pazzsword: | ,qpeeses

# /) Comments

Comments:

Ok I Cancel

Bo BK/1lagKe Security noYTn HUYEro He MeHAeMm, a BO BKAaAKy Advanced nponucbiBaem meTpuky n MTU

C meTpuKoi Hago nonogpobHee:

M3 TeKyLMX HACTPOEK HAMMEHbLLYIO MeTPUKY nmeeT nHTepderic WAN1 3HauveHme - 100. A L2tp- client

nmeet 3HadeHre 120. T.e Becb TpaduK No npexxHemy 6yaeT AT BO BHYTPEHHIO ceTb KopbuHbl. A

HaM HYXHO, 4TObbl BeCTb TpadUK U3 BHYTPEHHEM CETU LWeN yKe Yyepes HoBoe L2TP-coeanHeHne

YcTaHOBUTb MeTpuKy L2TP-KnneHTta meHbLie yem Ha WAN1 mbl HE MOXKem, MOTOMY, 4YTO TOorga

nHTepdelic ot KopbuHbI HE NOAYYUT HACTPOMKK M TabanLy mapLpyTm3aumnmn n L2TP-coegmHeHne He

ycTaHoBuTCcA. Mo3Tomy MeTpMKa U3HaYaibHO cTaBuTca 6onblue. Korga nHtepdeiic L2TP noayuut Bce

aZipeca v TyHHenb byaeT ycTaHOBMEH, TOrAa TabanLy MapLLpyTM3aLMn MOXKHO ByaeT MeHATb

ANHamunyeckun. na atoro n 6y,c|,yT MCNONb30BaATbCA ANHAMUYECKMNE NPaBUIa MapLUpyTU3aLnn.
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{9 L2TP_Corb

APPTR/LETP cliert interface iz 3 PPP (Foint-to-Pairt Protocal) tunnel ower an existing |P netwark. s 1P addres= and
DME serwers are dynamically assigned.

General Security Dial-on-demand Svanced

e
E-igminterfaces #7 Automatic Route Creation

----- LgjlEthernet
TVLAN Aatomatically add commoenly used routes related to this interface
L:J w Automatically add a route for this interface using the given remote netwark.
Ll IPseC
..... I3 GRE Route metric: | 115 Specifies the metric forthe auto-created route.
{8 PPPOE
B PPTPILZTP Servers #7 MTU Settings
{ﬂ FRTRALZTR Clients Set the maximum size of packets sent wvia this interface. Normmally, wou do not need to change the MTU settings. By
ba E S50 VPN Inter face afault, the interface uses the maximum =] hat the physical media supports.
e Syvitch Management hATL: 1460 Specifies the size (in bytes) of the largest packet that can be passed
— anward.
i girterface Groups
----- #F ARPMeighior Discovery
- Routing
| IDP /IPS (=14 I Cancel I

- g User Suthertication
tl-| =4 Traffic Management

o OO0y T o OO e OO |

el o TonelNeafanes

O6paTnm BHUMAHWE, HA METPUKY Ha MHTepdeice L2tp -110, KoTopas 6onblle meTpuKM Ha wanl -100

Becb TpaduK MaeT Yepes wanl, Bo BHYTPeHHIO ceTb KopbuHbl. Creaytowmii NyHKT AeNaeT BO3MOMKHbIM
HanpaB/ieHMe UHTEPHET TpaduKa U3 BHYTPEHHEN CeTU B ycTaHoBMBLUEeecA |2tp coeanHeHne

4 HacTpoiika Tabauy, AMHaMUYECKO MapLIpyTU3aLmMm1 ANA NPaBUIbHOTO HanpaBaeHuUs
TpadumKka D-Link DFL-860E

CMOTpMM OCHOBHYO Tabanuy:



w Home | Configuration v [T Tools» = @ Status+ | “ Maintenance - @ Logout

= =
1 for netwe
[ Rout L2TP_Corb 2 all-nets
. 5 [ Route ﬂ '_Corl S L L2 all-nets
\x; DFL-860E = interface
[H-(#» System Direct ro
[H-[_d Objects for netwe
(- § Rules 10 _[ Route |5 wani W waninat 100 No =t
=] [ ek - . 2iET
=] .___jllnterfac:es interface
L Wil
Default
11 _[ Route |3 wani 2 all-nets --‘]- wanl_gw 100 No TDUte o
- = interface
wanl.
ﬂ PPPoE Direct ro
----- 1% PPTRILZTP Servers 2= mEEy
- PPTRILZTP Clients 12 [ Route |53 van2 H vanznet 120 No el
- over
g SSL VPN Interface interface
----- = Switch Management Wl
----- % Interface Groups Default
----- #® ARPINeighbor Discovery 13 _I" Routs [3 wan2 = all-nets 2 wanz_gw 120 No _r“t“'t: ™
[El-| 23 Routing ;‘5:25@
B[ Routing Tables Direct ro
[ forward_routing : '\J for netwe
# forward_routing2 14 _[ Route |53 dmz = dmznet 100 No dmznet «
2 interface
o main o dmaz...
----- & Routing Rules Direct roL_|
----- & Dynamic Routing Rules _ far netwe
..... 0SPF 15 _[ Route [ lan 2 lannet 100 No lannet o
o interface
[] * 'GMP |ar|... -
[+ 4= Route | nad Ralancinm LI Pl I I »
x B

Kak BuAMMm ecTb 3 mapLupyTa C pasHbiMM MeTpUKamn. OCHOBHOWM MapLIpyT c meTpuKoi 100
MapuwpyT B UHTepHeT coegmHeHne KopbuHbl L2TP ¢ meTpukoit 110

3anacHoi mapuwpyT B MTH ¢ meTpuKkoin 120

3apaya TpaduK U3 BHyTpeHHen cetn Lan nyctutb Yepes |12tp kaHan KopbuHsl

Cosfaem A4ns 3Toro elle ogHy Tabanuy mapwpyTtmnsaumm forward_routing

@ Home & Configuration » = |T Tools» = #§ Status» = "% Maintenance » & Logout 7

" forward_routing

\ DFL-850E -
[]:--QSystem I— The system has a predefined main routing table. Alternate rowting tables can be defined by the user.
B-|_J Objects
Add 4| Edit this object
- & Rul I:] DA |
- § Rules
-l Interfaces
#w Type =~  Interface ~ MNetwork = Gateway = LocallP Metric - Monitor this route - | Comments -
1 [ Route ﬂ L2TP_Corb 2 all-nets W} L2TP_Corb_ip 80 Yes
2 " Route |53 wanz E all-nets & wanz_gw & wanz_ip 80 No O —
- MEPWRYT
f_\g PPPoE (T} Right-click on a row for additional options.
----- 18 PPTPILZTP Servers
~{% PPTRILZTP Clients
il SSL VPN Interface

----- w= Switch Management
8% Interface Groups

----- #® ARP/Neighbor Discovery
£l Routing

El [ Routing Tables

[ forward_routing

| forward_routing2

B atoi Tabanue 3anucb 1 - mapwpyT Bcero Tpaduka yepes nHtepdelic L2TP ¢ meTpukoi 80. BKatoyaem
MOHWUTOPUHT MapLpyTa. Koraa sToT MapLwpyT CTAaHOBUTCA He AOCTYMNeH, TO HaYMHaeT paboTaTb 3anuch 2,
KOTopas nycKaeT Becb TPadUK B UHTepdelic wan2 yepes 3anacHom kaHan MNTH

A Tenepb camoe NHTepecHoe



Npem B pasgen Routing Rules 1 cosgaem npasuna gna Tabav, MapLipyTmMsaumm

w Home | @ Configuration v | |T Tools v  #§ Statusy % Maintenance @ Logout 7 Help

“g Routing Rules

\v; DFL-860E -
-4 System Configure a policy for what routing tables are to be used for what network trafic.
.| Objects
Add
Rules [ Add~
-z Interfaces
. #v Name - Source interface - Source network - Destination interface -~ Destination network = Service - Comments
Ly Ethernet o
o . : : : ) paguno ana
53 VLAN 1 @ short_lan_to_corbina [ l2n 13 lannet 14 van1 4 all-nets ' =ll_tcpudpicmp nexoaswero
’j IPsec TRE®...
-0 GRE - . . _ _ 0
8 pepoc 2 #¥pshort_van2_back [ wan2 i all-nets I3 core  wan2_ip @ all_tcpudpicmp sasepata
= EXOAT
-1 PTPILZTP Servers 3 4 short_dmz_to_van2 [ dmz 7 dmznet [ want 2 all-nats @ =l_tcpudpicmp
% PRTRILZTP Clients
-l S5L VPN Interface Tpoeno
Y . p 9 . — a ) . paGoraer
4  #p short_corbina_back [ LZTP_Corb 2 all-nets i core J LZTP_corb._i all_tcpudpicm
- Switch Management 3 - - 3 La - " \ﬂ puse s ana
-4 Interface Groups BX0AA ...
@ ARPINeighbor Discovary (T} Right-click on = row for additional options.
El-( Routing
Bl Routing Tables e
- forward_routing
.| forward_routing2
[ main
- c{’ Routing Rules.
% Dynamic Routing Rules

Mpasuno 1- short_lan_to_corbina gaet BO3MOKHOCTb AMHAMUYECKOTO NPUMEHEHUA TabanLbI

MapLipyTMsaumm
w Home | & Configuration~ | |T Toolsv = @} Status, . Maintenance + @ Logout 7 Hel
o oo .| “g short_lan_to_corbina
I— A Routing Rule forces the use of 3 routing table in the forward and/or retum direction of traffic on 3 connection. The ordering parameter of the routing table determines if it is consulted before or
-2 System after the main routing tate,
B[ Objects
[+ § Rules General
-4 Interfaces
gl Ethernet 2] General
L“J VLAN Name: short_lan_to_corbina
- ) Psec
@: e Forward routing table: | forward_routing b
b ﬂ PPPOE Return routing table: | main b
% FRTRILITF Servers Servics all_tcpudpicmp v
--{% PPTP/L2TP Clients
Sohedule v
i SSL VPN nterface . (None)
-m SWitch Management
-5 Interface Groups. &/ Address Filter
#, ARP/Neighbor Discovery ‘Spesify sourse interface and source netwrk, togathar with interface 2nd network. Al have to match for the ruls to match.
[1-| 23 Routing
é .| Routing Tables Interfsce Network
i* forward_routing ‘Source: lan w lznnet v
I" forward_routing2 Destination: | wan1 i all-nets
Y|— main
dRDuting Rules.
if'[?ynﬂmlc Routing Rules M EIITITEE
g OSPF Comments: Mpaeuno anA noxoaAwero Tpadinka vz [an, Mo yMonyaHuo BCe HAET Yepes
-y IGMP KapBuny
[H- @ Route Load Balancing
.. ﬁj Routing Settings b
| IDP / IPS
[+-|g& User Authentication ;I LI Lﬂe‘l

B cnyyae ecam UCTOYHMK Haxo4amMTcs B ceTh Lan 1, HanpaBAsEeTCA COrlacHO MeTPUKe B OCHOBHOM
Tabauue B Wanl, K Hemy npumeHaTca Tabanua mapwpytusaumm forward_routing, KoTopas HanpasaseT
ero B uHTepdeiic L2TP. Ona npuxoaawmx obpatHo naketos pabotaer Tabanua main

[nsa Toro 4TobbI HApY}KY MOrM PaboTaTb BHYTPEHHME CEPBUCHI, HEOHXOAMMO CO34aTb elle OAHO
npaswmno: short_corbina_back, cornacHo Kotopomy, BXxogsLime nakeTbl NPUXogaLLIne Ha UHTepdelic
L2tp_corb AonHbI HaNPaBAATLCA COrTACHO OCHOBHOM Tabanue main, a BO3BPaLLATLCA COr/IACHO TOM e

Tabnuybl forward_routing



w Home | @ Configuration» | [T Tools« | #§ Status « y. Maintenance +

——— .| g short_corbina_back
' = A Routing Rule forces the use of 2 routing table in the forward andior retum ditection of traffic on a connection. The ordering parameter of the routing table determines if
E-Lap System sfter the main routing table.
G- Objects
[ § Rules General
| gz Interfaces
#] General
""" 1—3 VLAN Name: short_corbina_back
----- ) IPsec
_____ % GRE Forward routing table: | main L
,ﬂ PPPoE Return routing table: | forward_routing hd
1% PPTPILZTP Servers o all_tcpudpicmp ¥
~{% PPTPILZTP Clients
Schedule: ~
@il S5L VPN Interface . (None)
e Switch Management
----- %% Interface Groups #] Address Filter
""" #F ARPINeighbor Discovery Specify source interface and Source natwork, together with destination interface and destination network, Al have to match for the rule to match,
s Routing
[+ Routing Tables neerface Netuark
" forward_routing Source: LZTP_Corb b all-nets hd
| forward_routing2 Destination: | core b LZTP_Caorb_ip v
...... [ main
----- g Routing Rules
Comments
----- % Dynamic Routing Rules @
----- o5 OSPF Comments: Mpasnno paboTaeT ans exoadwnx nakeros C nntepdeica Corbina, Bxoaswni
- g IOMP NAKET AOAMEH BEPHYTRCR 0BPATHO Ha TOT e HHTEpdERC
[# & Route Load Balancing
----- ﬁ’j Routing Settings LI

[ns Toro yto 6bl Yepes uHTepdeiic wan2 MoXKHO BblNo pa3faBaTbh CEPBUCHI U3 BHYTPEHHEN CETU B
WHTEPHET HEOBX0AMMO CO34aTb AMHAMMUYECKOE NMPABUIIO A/1A BXOAALLMX NakeToB. CHavana cospaetca
AononHuTenbHaa Tabamua mapwpytusaumm forward_routing2

Configuration ~ | Tools» = #§ Status~  * Maintenance ~

.| . forward_routing2

The system has 3 predefined main routing table. Altermate routing tables can be defined by the user.

i Add £\ Edit thiz object
Bl gt Interfaces QAd~ Ly

----- 1) Ethernet
Lﬁ’ #w Type Interface = Network = Gateway - LocalIP -~ Metric ifor t
EdVLAN -
'j;lp 1 _[ Route [5i wanz H all-nats 2 wan2_gw 80 Mo

""" ' 8 BEC

..... % GRE (4] Right-click «

--{#8 PPPoE

-1 PPTRILZTP Servers
{8 PPTRILZTP Clients
g S5L VPN Interface
e Sweitch Management

----- ¥ Interface Groups

----- #® ARP/Neighbor Discovery
B3 Routing

: l_f_|---vl_ Routing Tables

5-----_'|‘ forward_routing

[ forward_routing2
de ] main

----- % Routing Rules LI <

B Hel co3gaeTca MapLUpyT N0 YMOAYaHUIO C MeTpuKoi 80 ans nHtepdelica wan2

[ns Toro ytobbl BXOAALWME NaKeTbl C MHTepdelica wan2 MOr/iM NONAcTb BO BHYTPEHHIO CETb U BbINTH
obpaTHO Yepes ToT ke MHTepdelic wan2 HeobxoAMMOo co34aTb eLle ogHO npasuao: short_wan2_back



& Configuration » [T Tools = #§ Statusy | *4 Maintenance + @ Logout | 7 Hel

. “g short_wan2_back

A Routing Rule forces the use of a routing table in the forward and/or retumn direction of traffic on 3 connection. The erdering
parameter of the routing table determines if it is consulted before or after the main routing table.

General
Bl gk Interfaces
----- g Ethernet %) General
-5 VLAN
'.JI Pzec Name: shert_wanZ_back
""" % GRE Forward routing table: | main e
(% PPPoE _ :
lﬂ PETPILITP Servers Return routing table: | forward_routing2  |%
3 PFTRILZTP Clients SBervice: all_tcpudpicmp hd
il S5L VPN Interface ‘Schedule: [Nene) "
- S3witch Management
=
474 Interface Groups 47 Address Filter

----- # ARP/Neighbor Discovery

- __:§ Routing Specify source interface and source network, together with destination interface and destination network. All parameters have to
L—_|  Routing Tables match for the rule to match.

I forward_routing Intzrface Network
.| forward_routing2 Source: wanZ LV all-nets w
o main

----- “p Routing Rules

----- g.f’ Dynamic Routing Rules
..... g3 OSPF #/ Comments
- o IGMP

B & Route Load Balancing

----- ‘é‘; Routing Settings

[\ DP [ IPS

[+ g§ User Authentication Lo
[ =} Traffic Management | ok | cancel |

Destination: core b wanz_ip b

Comments: Mpaenne 4nA E0ZEPETE EXOAALLMX NAKETOE HA WHTEpdeic Wanz,

CornacHo sTomMy NpaBuay, BXOAALLMIA NaKeT ¢ MHTepdeica wan2 pasry/IMBaAeTcA COrlacHO OCHOBHOM
Tabanupl MapwpyTMsaumMmM main, a 06paTHbIN NaKeT HanpaBaaeTcsa cornacHo Tabaunybl forward_routing?2.
Takvm 06pa3som MOKHO 3aCTaBUTb NPaBUAbHO paboTaTb, HaNnpumep, web-caliT, KOTOPbI HaXoAUTCA BO
BHYTPEHHEW CeTV Yepes 3anacHol KaHan wan2. MNakeTbl 6yayT NPaBUIbHO MPUXOAUTL U YXOANUTL Yepes
OLMH M TOT e uHTepdelic.

5 HacTtpoiika npasun 6esonacHoctu D-Link DFL-860E

137w
LT #w Name Action SrcIf Src Net Dest If Dest Net Service
§| _t _t 1 § short_lan_multicast_drop @ Drop 15 lan = lannet 53 any = short_multicast_ip \ﬂ all_tcpudpicmp
an_to_[ss
: Ian:tu:wal'\Z 2 § ping_fw Alluw = lan 2 lannat 1 core = lan_ip @ ping-inbound
. 3 § lan_to_vanl
i ke ginet to_wanl i
v
Mpasunnao 2 paspelsaeT NUHF MapLLpPyTU3aToOpa U3 IOKANbHOWN ceTn
1 Rules []A9dw [ b ths opject
3§ IPRules
LT T # w Name Action -~ Source interface = Source D il ion interface D il i Service
o o 1 1§ drop smb-all lan wan1 @ Orop [ 1an 3 lannet 54 wan1 2 all-nets i@ smb-zll
: ‘an‘tn‘ == 2 2 $ drop_smb-all_lan_corbina @ Drop [ lan 2 lannet 3 L2TP_Corb 2 all-nets m smb-all
lan_to_wan.
B i e T3 5 o al- 5 i
4 inc_to_wani 3 § sllov all_serv_corbina NAT [53] lan 4 lannat m L2TP_Corb 2 zll-nets @ all_tcpudpicmp)

(E) Right-click on 3 row for additional options.

Mpaswuno 3 B gaHHoW nanke skatovaeT NAT oT nHtepdeiica L2TP KopbuHbl BO BHYTPEHHIOIO CETb

E-.§ Rules =] RE- ]
E- § IPRules
#w Name Action - Source interface - Source Destination interface - Destinati Service
g lan_to_wan1 ¥ = § — -
Ny 1 § drop_smb_all_lan_wanz @ Drop [ lan 2 lznnet 3 wan2 4 all-nets i@ smb-all
an_to_tss
-4 lan_to | 2§ short_lan_to_van2 NAT 1 lan =2 lannet 3 vanz 2 all-nets @ =ll_tcoudpicmp

E | lan_to_wan2
$ inet_to_wan1
¥ | inet_to_wan2

(%) Right-click on 2 row for additional options.

MpaBuno 2 B A4aHHOM nanke BKkatodaeT NAT yepes nHTepdelic BTOporo nposaigepa Bo
BHYTPEHHIOIO CeTb



#-|_J Objects

Add 4, Edit this object
=-|.§ Rules QAM - T4 =
£ § PRules
R — #v Name Action -~ Source interface = Source network - Destination interface - Destination network = Service
'sl 71 ’t 1§ short_alloveping_corbina [ffj Allow :'ﬂ L2TP_Corb 2 all-nets 13 core A L2TP_Corb_ip i@ all_icmp
“| lan_to_tss ~ 5
"I “ - % 2§ short_wani ftp_sat | sAT ‘:ﬁ L2TP_Corb 2 all-nets [54 core ) L2TP_Corb_ip i@ short_fip
| lan_to_wan. — o -
':im X 3§ shotveniftp sllow [ Allow 53 any 2 all-nats 59 cora 2 L2TP_Corb_ip i@ short_ftp
--§|net_tu_wan2 4§ shortwenl ftp sat 1 {|SAT [ L2TP_Corb 2 all-nets [54 core 2 L2TP_Corb_ip '@ short_ftp_qnap_passive
'-i vpn_wan2 5 § short_vani_ftp_sllow 1 E]'iAlluw &3 any 2 all-nets |53 core 4 L2TP_Corb_ip i short_ftp_qnap_passive
-3 dmz_ & & short_corbina_nat v L :'ﬁ L2TP_Corb 2 all-nets [ core J L2TP_Corb_ip i@ all_tcpudpicmp

g global-admin (T3 Right-click on a row for additional options.
MpaBuno 1 B AaHHOM Nanke No3Bo/AET NMMHIoBaTb BHeWHMI IP agpec L2TP nHtepdeiica

MpaBuno 2-5 npobpoc cepsuca ftp U3 BHyTpeHHen ceTn yepes nHTepdeinc L2TP KopbuHbl B

UHTEepHeT

MpaBuno 6 BkAtoYaeT npeobpasoBaHue agpecos NAT Ha nHTepdeice L2TP KopbuHbl

B-§ IPRules
y— #v Name Action - Source interface - Source network - Destination interface - Destination network -~ Service
: Ian_tu_tss 1 § short_allow_ping_wan2 i Allow 52 any 12 all-nets 153 core 3 wan2_ip i =llicmp
3 - 2 short_http_sat_to_dmz ') SAT 3 van2 2 all-nets 3 core = van2_ip W http
- _§ lan_to_wan2 2 — K5 5 o 5 o
8 ine. to_wani = § short_sllow_http_to_van2 ﬂ}\lluw 23 any o all-nets |3 core = wanz_ip g hitp-all
¥ 0 | @ all- 3 (=] i "
3 R 4§ short_smtp_sat dmz ) SAT 5 van2 ! all-nets [ core ! vanz_ip @ smte
g vpn_wan2 5 § short_sllow_smtp_to_van2 i Allow 52 any 2 all-nets 53 core 2 wan2_ip B smtp
- g dmz s $ short_pop3_sat_dmz ] SAT [ van2 2 all-nets |53 core 2 wanz_ip g popz
§ global-admin 7§ short sllow pop3 to wanz [ Allow [5=ny T all-nets [ core o vanz_ip i@ pop3
e Access 8 $ short_jabber_sat_dmz _ SAT |34 van2 2 all-nets |53 core 2 wanz_ip g short_xmpp-client
- Interfaces 9 short_zllow jabber_to_wanz [T Allow [3] any = all-nets 53 core = vwan2_ip & shert_xmpp-client
e}
~| 2% Routin short_jabberi_sat_dmz | SAT i vanz 2 all-nets 3 core & vanz_i & short_openfire
Bl g 10 - _s=t_ T | =2 ] B2 ] _ip -_op:
[+~ @ DP I IPS 11§ short_allow jabberl_to_van2 [ Allow [51any =} 153 core = vwan2_ip \@ short_openfire
[+]-| g& User Authentication short_jabber3_sat_dmz | SAT i wanz =] 3 core = vanz_i % short_xmpp-cliant1
1z _j _sat_t | , , _ip _xmpp
[~} Traffic Management 13§ short_allow jabber3_to_wanz [ Allow |53 any 2 all-nets |53 core 3 wanz_ip g short_xmpp-client1
[H-| g ZoneDefense 14 § short_all_nat_wanz [ et G vanz 2 all-nets [5 core = vanz_ip i@ =/l tepudpicmp

Mpasuno 1-13 npobpoc BHYTpeHHUX cepBUCcoB Yepe3 nHTepdec WAN2 BToporo nposaiaepa 8
WUHTEpPHET

Mpasuno 14 sBkatoyaeT npeobpasosaHue agpeco NAT Ha uHTepderice WAN2 BToporo
nposanaepa

6 KoH¢urypuposaHue VPN cepsepa D-Link DFL-860E

[JaHHbIM MapLIpyTU3aTOP MOXKHO MCMO/1b30BaTb Kak L2TP —CepBep 18 NOAKAOYEHUA YAANEHHbIX
nosib3oBaTesielt Yepes 3aluiLeHHoe coeanHeHne no npoTtokoay IPSEC.

3axoanm B Authentication Objects

Co3paem HoBbIN Preshared key


http://10.6.0.1/?Page=Node&OBJ=/Objects/AuthObjects

General

&/ General

Name: short_wanZ_prekey

#/ Shared Secret

{+ Passphrase
e e S — Note! Existing secret will slways be shown with & characters to hide the sctusl length.

Confirm Szcret: | ssesssss

ﬂ A PEK containing non-ASCIl characters might be encoded differenthy on other systems and cause a mismatch, e.g. Windows uses UTF-16 while CorePlus uses UTF-B.

{ Hexadecimal key

Passphrase:

Generate Random Key |

A Since regular words and phrases are vulnersble to dictionany attscks, do not use them ss shared secrets.

#/ Comments

‘Comments:

3axoaum B interfaces/IPSec u cosaaem HOBbIV MHTEpdEIC

Ok

Cancel
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D-Link

Building Networks for People

wA Home | onfiguration

j Qo - ) - ——— —0—

T Tools | 7§ Status» | % Maintenance ~

d in as administrator
min - 106

< DFL-260E
- 4 System
{) Date and Time

- @DNS

- Remote Management

El-{f8. DHCP

=R, DHCP Servers

-3 DHCP Relays
-8 Misc. Clients
[-=m Hardware Monitoring
3 Whitelist
B4 Advanced Seftings
| Objects.
Address Book
- [ ALG with AVANCF
-\ Services
‘e IP Pools.

NAT Pools
Schedules

[ VPN Objects
HTTP Banner Files
(- g Rules
4 Interfaces.
& Ethernet
EIVLAN
- &) IPsee
-, GRE
9 PrroE
-9 PPTPIL2TP Servers
{9 PPTPIL2TP Clients
~ il SSL VPN Interface
= Switch Management
- Interface Groups

-z Routing
- @ DP/ PS
(| gg User Authentication
[z} Traffic Management
B

| g ZoneDefense

Manage the IPsec tunnel interfaces used for estabiishing [Psec VPN connections to and from this system.

@ Logout

[bLug and Event Receivers

A ¥ %A:v;raa: Settings

v Name Local Net
1 j TSS_tunnel 2 lannet
2 j short_ipsec_wan2_transport 2 wanz_ip

Remote Net
2 TS5_net
2 all-nets

Remote Endpaint
2 TS5_vpn_endpoint

(T3 Right-slick on a row for additional options.

- \5’ Authentication Objects

# ARPINeighbor Discovery

Bknaaka General



!

J) short_ipsec_wan2_transport

An IPsec tunnel item is used to define IPsec endpoint and will appesr 35 a logical interface in the system.

General Authentication HKAuth Routing IKE Settings Keep-alive Advanced

#/ General

Mame: short_ipsec_wan2_tra

Local Netwark: wanZ_ip i

Remote Metwork: all-nets i

Remote Endpoint: [None) b

Encapsulation mode: | Both

IKE Gonfig Mode Fool: | (None)
#/ Algorithms

IKE Algorithms: Medium hd

IKE Lifitime: 28800 seconds

IP==c Algorithms: Medium hd

|P=s=c Lifietime: 2600 seconds

|Ps2c Lifetime: o kilobytes

i/ Comments

‘Comments:

Ok Cancel
Bknagka Authentication. Bbibupaem Preshared key KoTopblit Mmbl co3ganu paHee
General Authentication Routing IKE Settings Keep-alive Advanced
i/ Authentication
¢~ X.509 Certificate
Rost Cartificate(z)
Avzilable Selected
TTPSAdminCert -
[/
Gateway certificate: | [ w
|dentification list: w
{s Pre—chared Kay
Fre-shared key: short_wanZ_prekey ¥ Selects the Pre-shared key to use with this IPsec Tunnel.
i/ Local ID
Local ID Type: | Auto Selects the type of Local D to uss.
Local ID Value: Specify the local identity of the tunnel 1D,
Ok Cancel

Bo BKnaake Routing oTMmevyaem aBToMaTMuyeckoe gobaBneHre mapLupyTa




Tools » @ Status» = % Maintenance 4 Logout 7 Help

1S orL_oe0e short_ipsec_wan2_transport

[]---_Q'S‘,rstem An [Psec tunnel item is used to define IPs=c endpoint and will appear 3= a logical interface in the system.

General ]/ Authentication ]/ Kauth Routing IKE Settings ]/ Keep-alive }/ Advanced

| »

= § IPRules #] Routing
""" o Fu [ Allow DHGF over IPsec from single-hast clients
: r:;n o tes Ep_aynamicany 84 routs to the remats network when = tunnsl is Etablisﬂ
----- :.ﬂ Ian:tu:wanz

¢ inet_to_wan1 ﬁ Packet Sizes

3 inet_to_wan2 y § N - §

g d Specify the size st which to fragment plaintext packets (rather than fragmenting |Psac).
mz

Flaintzoet MTU: | 1460

_§ glebal-admin

-8 Access
1 Interfaces. #] IP Addresses
..... I I'b’ e {» Automatically pick the sddress of a local interface that comesponds to the local net
- VLAN )
:J] Psec {™ Specify address manuslhy:
..... @;&GRE IP Address: (MNane) e

-{% PPPoE

-1 PPTRILZTP Servers

{1 PPTPILZTP Clients | | oK Cancel |
- iy SSL VPN Interface
3axoaum B meHto PPTP/L2TP Servers n go6asnsem HOBbI cepsep
Link Firewall 2.40.00 - Mozilla Firefox =10l =]

daiin  Mpaeka Bua MypHan 3aknagky  MHCTpyMeHTnl  Cnpaska
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D’Llnk @ |oooed i as administrator

c

24 - coogle P| i

Building Networks for People

G

nfiguration » | Tools» | %5 Status~ = % Maintenance + @ Logout | 7 Help

e 14 PPTP/L2TP Servers -
- System Add, remave and configure FPTP/L2TP (Feint-to-Foint Tunneling Frotocol / Layer 2 Tunneling Frotocol) servers used for terminating FPTP/L2TP-based VPN tunnels.
~{) Date and Time
. iDNS 7y Add ¥ ﬁ;.’ﬂ\‘aroe} Settings
- 3 Remote Management
#w Name Tunnel protocol - Inner IP address -~ Outerinterface 1P pool Outer server IP - Comments -
[ﬁLug and Event Receivers E = R E B N
1 13 short_|2tp_wanZ_server | 2Tp 2 short_|2tp_server2 j short_ipsec_wanZ_transport 12 short_I2tp_pool2 2 wanZ_ip
E-|gw, DHCP
3 OHCP Servers (T Right-click on  row for additional options.
-3 DHCP Relays
-8 Misc. Clients
[ =m Hardware Monitoring
3 Whitelist
B4 Advanced Seftings
= Objects.

El-{ 2 Address Book
- [ ALG with AVANCF
-\ Services

‘e IP Pools
NAT Pools
Schedules
\g Authentication Objects
[l VPN Objects
HTTP Banner Files
|4 Rules
(g4 Interfaces
&) Ethernet
~HHIVLAN
- &) Psec
W% GRE
9 PrroE
-1 PPTPIL2TP Servers
PPTR/L2TP Clients
~ il SSL VPN Interface
= Switch Management

- Interface Groups

- ## ARPMNieighbor Discovery
#-( 4 Routing

£ [@DP/PS

- gg User Authentication

)

3}

<} Traffic Management

| @ ZoneDefense




3axogum B User Authentication/ Local User Databases u cospaem 6a3sy ans yaaneHHbIx nonb3osaresei
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@ Looosd in ss administrator
admin - 10

Building Networks for People

w Home & Configuration~ | |T Tools» = 7§ Status = . Maintenance + @ Logout | 7 Help

e a short_vpn_users
El-|fm, DHCP A looal user database contains user aocounts used for authentication purpeses.
-7, DHCP Servers
7§ DHCP Relays
isc. Clients.
-«m Hardware Monitoring
-\ 3 Whitelist Name: short_vpn_users
B¢ Advanced Settings
Objects #7 Comments
| Address Book
ALG with AVICF T
- \gh Services
~izfe IP Pools.
5 NAT Pools
BEiziie oK Cancel
Authentication Objects
3 VPN Objects
HTTP Banner Files
8 Rules
gy Interfaces
-1 Ethernet
BivLan
D iPsec
- {f} GRE
- (% PPRoE
1 PRTRILZTP Servers
{8 PPTRILZTP Clients
~ il SSL VPN Interface
- Switch Management
%4 Interface Groups
#® ARP/Neighbor Discovery
- 4% Routing
i~ g IDP / IPS
1-|g§ User Authentication
=) aLucal User Databases
aAdminUsers
- -asnnrtivnniusars
- |g External User Databases.
E Accounting Servers
WUser Authentication Rules
- ﬁ; Authentication Settings
[ =4 Traffic Management
[E-|_g ZoneDefense

= &

General Users

# ] General

Kl

Mocne yero coszgam cammx yganeHHbIX nonb3oBaTenemn


http://10.6.0.1/?Page=Node&OBJ=/UserAuth
http://10.6.0.1/?Page=Node&OBJ=/UserAuth/LocalUserDatabases

@ Home Q! Configuration +

DL S M L e

% DHCP Servers

/ DHCP Relays
----- 1@ Misc. Clients
[+-=m Hardware Monitoring
""" Whitelist

I:I---% Advanced Settings
3+ Objects

: [-{., Address Book

- ALG with AVAWCF
----- Services

e IP Pools

----- S NAT Pools

----- gk, Schedules
@Auth entication Objects
WPN Objects

' HTTP Banner Files.
+-| 8 Rules

|k Interfaces

----- Ethernet

..... BEVLAN

----- j IPsec

{9 PPPoE

‘d PPTRILZTP Servers
{9 PFTRIL2TP Clients

- {fllg SSL VPN Interface
Switch Management

Interface Groups
- ARP/Neighbor Discovery
#| % Routing

=I-| g User Authentication

T Toals »  #} Status » & Maintenance -

(& short_vpn_users

~ General Users

iy Add

Mpem B User Authentication /User Authentication Rules 1 co3gaem npasuno ayTeHTUdUKaLUN.

anBFBbIBaeMCﬂ TaM KO BCeEM O6'b€KTaM, KOTOpbleé mMbl CO34a/11 paHee


http://10.6.0.1/?Page=Node&OBJ=/UserAuth
http://10.6.0.1/?Page=Node&OBJ=/UserAuth/UserAuthRules

R . .
If}LDg BodlEventeCenEns General Log Settings }/ Authentication Options }/ Accounting }/ Agent Options. }/ Restrictions. ]

E-{f#,DHCP
-5 DHCP Servers #) General
j Misc. Clients Name: short_|2tp_wan2_auth
D""\; TR TR Authentication agent: | L2TR/PPTP/SSL WEY
""" Whitelist
...ffj'Advanced Settings Hurthenticafion Source: | Local b
1+|_] Objects Interface: shert_|2tp_wan2_s¢v
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-y ALG with AVAWCF
b Terminator IF: wan2_ip i
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- IP Pools
NAT Pools #) Comments
2 Schedules - .
ITHTRE: :
----- \& Authentication Objects
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----- HTTP Banner Files
]---._j Rules
1| g Interfaces
----- ) Ethernet
- TEIVLAN
:'!ﬁ Pzec
..... ¥ GRE

(% PPPoE

1% PRTRILZTF Servers

{8 PPTPIL2TP Clients

- Wig SSL VPN Interface

~ Switch Management

----- l;j Interface Groups

----- #® ARP/Neighbor Discovery
1|3 Routing

1-|g@ DR/ IPS

1| gg User Authentication

; Ei Local User Databases
la External User Databases
E'p\ccuunting Servers

S8 User Authentication Rules
4% Authentication Saftinns
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l. DHCP Servers

4 #J General
%3 DHCP Relays
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m Hardware Monitoring RADIUS servers
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[l Advanced Settings | |
| Objects.
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----IQALG with AMWCF <=
----- \,ﬂ Services

----- ‘e IP Pools LI ;I

Mowve up I Mowve down |

{To) Schedules
----- \,ﬁ? Authentication Objects
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----- HTTP Banner Files i E=
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----- 1) Ethernet ==

- THIVLAN =

2 IPsec
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7 Hacrtpoiika mapwpytusauum gna VPN . D-Link DFL-860E

Mpu ycTaHOBKE KaHaa B OCHOBHYIO Tab/iMLy MapLIpyTM3aLMu aBTOMaTUYeCKM [06aBAsIOTCSA
nHtepoeiicol VPN nogecetn. OcHoBHasA 3aga4a — 3TO paspewmnTb TpaduK Ty4a, Kyaa HY»KHO
8 Hacrpoiika npaBun 6e3onacHoctu D-Link DFL-860E

Paspelaem xoxaeHne TpadmKka BO BHYTPEHHIOW CeTb U B ceTb DMZ
Mpwn KeNaHUN MOXKHO NPaBWIA YXKECTOUUTb M Ha3HAUYUTb TOJIbKO crneunduyeckne cepeuchl
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@ Logout
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| Objects -
El|§ Rules [ 424w [ Edit this object
- § PRules
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:I;l fo_tss 2 § short_allow all_vpn2_lan AHuw ._‘E short_I2tp_wan2_server T short_|2tp_pool2 [5F lan = lannet @ =ll_tcpudpicmp
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- g dmz &
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-8 Access - N .
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- [5I VLAN
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